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Executive Summary

Survey Details
The Identity Management Survey ran online in February/March 
2022. A total of 514 respondents from a variety of industries 
participated. Close to two-thirds (62%) of respondents hold job 
functions in Information Technology, a quarter of all respondents 
work in the Computer Software industry. Respondents were 
recruited through an online research platform, industry partners, 
and contacts.

• Potential Productivity Gains: Respondents noted a benefit 
of reducing “context switching”—the need to shift between 
tools—if they could streamline the number of applications 
they use. 45% of respondents from an IT Job Function said 
they expect a High Productivity boost if they could use fewer 
applications or systems; 41% of respondents with Non-IT Job 
Functions expect a High Productivity boost if they could use 
fewer applications or systems.  

Key Takeaways

• Software usage: Respondents who work at Small 
companies cited using Google’s platform and tools at a 
higher rate, while those who work at Large companies 
cited Microsoft 365 at a higher rate. Over a third (35%) 
of respondents who work at Large companies said their 
company uses ServiceNow. 28% of respondents with 
an IT Job Function said they use more than 10 SaaS or 
on-premise applications each week, compared to 20% 
of those with Non-IT Job Functions. 26% of respondents 
from Large companies said they use more than 10 
applications each week, compared to only 17% of those 
from Small companies.

• AI and ML: two-thirds of survey respondents indicated 
that their company uses AI and machine learning to 
improve identity management. Close to a third of 
respondents indicated that AI and machine learning yield 
moderate to high benefits for identity management.

• Principal Identity Management Challenges: User Experience 
(UX) topped the list of challenges across most segments. 
One exception was respondents from Small companies 
who cited Cost as their top concern. Those that hold IT Job 
Functions cited user experience, cost, and completion time 
(time to access or fulfillment) as the top three challenges.  

• Multiple Identity Management Vendors: Over half of 
respondents with IT Job Functions indicated that they 
work with several vendors for identity governance, risk, 
compliance, single sign-on, PAM, and/or security operations.  

• Email and ITSM Usage for Application Permissions and 
Entitlements: Respondents from Medium and Large 
companies cited IT Service Management (ITSM)/Workforce 
management platform as the most popular option for 
controlling permissions and entitlements. Respondents 
with IT Job Functions cited Email and ITSM/Workforce 
management platforms as the most popular options for 
managing permissions and entitlements.

• Granting/Removing Access Time: 41% of respondents 
with IT Job Functions stated that it takes a few hours to 
provide employee access to a resource or application. 
In comparison, 31% of respondents with Non-IT Job 
Functions stated that response time for granting access 
is a few hours. There’s a similar difference when it 
comes to the amount of time it takes to remove access. 
52% of respondents with IT Job Functions stated that 
removing access takes a few hours. In comparison, 44% 
of respondents with Non-IT Job Functions stated that 
removing access takes a few hours.
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Introduction

Companies now have access to SaaS applications that target 
general business processes and operations, domain specific 
applications, and IT services. Additionally, modern data platforms 
(cloud data warehouses and lakes have made it much simpler and 
cost-effective for companies to embrace analytics and AI. While 
these shifts bode well for more secure and improved business 
processes, companies are still struggling to connect the pieces.

The proliferation of software services and platforms comes at a 
time when security threats and data breaches continue to grow. 
In addition, regulatory pressure and organizational demands 
are increasing on business leaders and IT departments to 
protect access to corporate data and resources. Organizations 
can no longer rely on slow, error-prone processes for assigning 
and tracking user access. By streamlining identity security and 
management tasks, companies can grant fine-grained access and 
audit all assets, on-premises and in the cloud.

Let’s first define what we mean when we talk about identity 
security. This term refers to a collection of business processes, 
policies, and solutions that facilitate the management of electronic 
and digital identities. Identity security solutions allow IT managers 
to control user access to critical information and services within 
their organizations. These solutions also enable organizations to 
secure access across any device or application at just the right time 
so productivity is not affected.

Interest in identity security and management cuts across regions 
and industries, so much so that there is now a large global talent 
pool skilled in the relevant technologies. We recently identified 
over 74,000 individuals—including over 19,000 based in the 
U.S. alone—who listed identity security, Identity and Access 
Management (IAM)I/Identity Governance and Administration (IGA), 
or related tools and technologies as a skill on their profile. Over 
16,000 such individuals currently work within software companies.       

To understand current trends and issues in identity security 
and management, we conducted an industry survey focused on 
challenges, key features, use cases, and emerging technologies. The 
number of technologies, business applications, and regulations that 
companies must manage is a driver of increasing complexity.                

The survey measured software usage patterns, specifically the 
number of tools respondents use on a regular basis. We also 
measured the role and impact of machine learning and AI. As 
organizations adopt a growing number of services and platforms, 
automation and strategies built around IT Service Management 
(ITSM) have the potential to streamline manual, risk-prone 
processes for identity security, governance, and compliance.



5
+

Demographics and Key Segments

Company size
We grouped respondents based on their response to a question that measured their 
company’s size:

• Small: up to 500 employees.
• Medium: 501 to 5,000 employees.
• Large: greater than 5,000 employees.

IT groups play a central role in managing and deploying identity security solutions, thus we 
also grouped respondents based on job function (IT Function and Non-IT Job Function). 

For the remainder of this report, we frequently highlight responses based on segments 
derived from Job Function and Company Size. 
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We first profiled respondents based on what and how many popular software and SaaS 
platforms they use. Identity security becomes much more challenging as users gain 
access to a larger number of platforms and IT resources.  Given that many roles need 
access to productivity software (email, calendars, document processing, spreadsheets, 
and presentation software, for example) on a regular basis, it’s not surprising that many 
respondents cited Microsoft 365 and Google as platforms used within their company. 
Respondents who work at smaller organizations cited Google at a higher rate, while those 
who work at larger companies cited Microsoft 365 at a higher rate. Over a third (35%) of 
respondents who work at Large companies said their company uses ServiceNow.

Software Usage Patterns

Next, we measured how many different platforms are available within companies. The 
number of available platforms increased with the size of a company: respondents who work 
at Large companies listed about three (2.88) different platforms on average, while those 
who worked at Small companies cited about two (2.18).
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We also asked respondents how many software applications they use on a regular basis: 
28% of respondents with an IT Job Function said they use more than 10 applications 
each week, compared to 20% with Non-IT Job Functions.  26% of respondents from Large 
companies said they use more than 10 applications each week, compared to 17% of 
respondents from Small companies.

We closed this section with a question on potential productivity gains from consolidating 
software tools. 45% of respondents with an IT Job Function said they would expect a High 
Productivity boost if they could use fewer applications or systems; 41% of All Respondents 
would expect a High Productivity boost if they could use fewer applications or systems.
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Identity management solutions

Next, we examined the nature of identity management solutions within companies today. 
We first asked what identity management tasks respondents perform within the software 
platforms they currently use.

Employees and IT workers are spending more time switching between software applications. 
Nearly half of respondents indicated that identity solutions need to provide better interfaces 
and allow people to work productively and securely.  UX (User Experience) topped the list 
of challenges across most segments (though, respondents from Small companies cited 
Cost as their top concern). Those that hold IT Job Functions cited user experience, cost, and 
completion time (Time to Access or Fulfillment) as the top three challenges. Only a quarter 
(24%) of respondents from Non-IT Job Functions listed completion time as a challenge.
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Lowering Time to Access or Fulfillment is a key challenge facing IT teams tasked with identity 
management. Modern identity management systems need to be able to handle an increasing 
number of users and service providers with low delays for tasks such as authenticating 
single users, determining access control decisions, and searching user attributes. 41% of 
respondents with an IT Job Function stated that it took a few hours to provide an employee 
access to a resource or application. In comparison, 31% of respondents with Non-IT Job 
Functions stated that completion time for granting access was a few hours. 

Completion time for granting access is higher for larger companies. 42% of respondents from 
Small companies stated that it only took a few hours to provide an employee access to a 
resource or application; the comparable share for Large companies was 30% of respondents.

There’s a similar difference in percentages when it comes to the amount of time it takes 
to remove access. 52% of respondents with IT Job Functions stated that removing access 
took a few hours. In comparison, 44% of respondents with Non-IT Job Functions stated that 
removing access took a few hours. 56% of respondents from Small companies stated that it 
took a few hours to remove access; the comparable share for Large companies was 48% of 
respondents.
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When it comes to compliance tasks, specifically providing requisite teams with the 
information needed to perform an audit, close to half (45%) of respondents with IT Job 
Functions indicated that this requires multiple days.  A third (33%) of respondents with Non-
IT Job Functions stated this requires multiple days.

With security threats coming from virtually everywhere, mitigating risks of identity-related 
access has become essential. Over the past two decades, identity management and security 
has undergone major changes.

We asked respondents if they used different vendors for their identity security needs. Over 
half of respondents with IT Job Functions indicated that they work with several vendors.
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Automation and other considerations
AI and machine learning are being used to automate tasks and workflows across 
many domains and industries. Security-related tasks are no exception, and there 
are early examples of applications of AI and machine learning in identity security.  
By monitoring user behavior and actions, AI and data technologies are being 
used to automate authentication for low-risk access situations. Machine learning, 
for instance, can identify which people in an organization can have access to 
which data. This potentially reduces the possibility of access errors in business 
operations. Similarly, monitoring can surface anomalies in user behavior which 
could indicate malicious intent or security breaches. 

Two-thirds of survey respondents indicated that their company uses AI and 
machine learning to improve identity management. Close to a third of respondents 
indicated that AI and machine learning yield moderate to high benefits for identity 
management.
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Integrating business processes is essential for organizations looking to connect software 
systems and information efficiently. Integration enables the automation of business 
processes, the linking of systems and services, and the secure sharing of data across 
software applications and platforms.  60% of respondents with an IT Job Function indicated 
that they have integrated security operations with their business processes; 41% from the 
same group indicated that they have integrated Governance, Risk, and Compliance (GRC)  
with their business processes.

Finally, we asked respondents how application permissions and entitlements are handled 
within their organization. Email remains the most popular mechanism cited by all 
respondents. Respondents from Medium and Large companies cited IT Service Management 
(ITSM)/Workforce management platforms as the most popular option.  Respondents with IT 
Job Functions cited Email and ITSM/Workforce management platforms as the most popular 
governance options.
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Closing remarks

The exponential growth of software services and business 
applications combined with new security threats and difficulty 
keeping tabs on access and entitlements means that companies 
require more robust and more usable identity security. We hope 
this report will help organizations understand and learn from what 
others are doing and the challenges they face.                                                

Due to the demands of scale, speed, varied use cases, and the 
emergence of technologies like AI, organizations need to provide 
users with solutions that emphasize both security and usability. 
Consequently, inefficient and inflexible solutions to defining 
role, policy, or attribute-based access control for identity security, 
management, and governance will need to be overhauled.

The global pandemic, which forced enterprises to adopt remote 
and hybrid work environments, paired with events like ‘The Great 
Resignation,’ bringing the highest attrition rates in history, have 
exacerbated the challenges of managing identity. But businesses 
that invest in effective identity security practices may fare even 
better than before. By approaching identity through the lens of 
both security and efficiency, not only will they prosper from more 
secure operations, but a boost productivity that comes with better 
UX, business process automation, and AI/ML.

Companies need to ramp up their investments in security in the 
years ahead as identity management challenges are poised to 
become even more complex. They also need to prepare for the 
hundreds of business applications in use and employees coming, 
going, and moving within an organization. Both scenarios require 
continuous monitoring of identity-related activities.

The growing complexity is evidenced by investors significantly 
increasing their investments in startups building decentralized 
applications based on cryptocurrencies, blockchains, and other 
Web3 technologies. Security attacks are increasingly commonplace 
today; they will only get worse in the future as Web3 applications 
enter the enterprise.
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